AGENDA CYBERTHREAT

MONDAY, DECEMBER 9 LONDON_2024

DESCRIPTION

8:00 am - Live in London
10:00 am Registration & Networking

Live in London and Online

10:00 am - Opening Remarks

10:15 am James Lyne, Chief Strategy and Innovation Officer
Paul Chichester, Director of Operations, NCSC

10:15 am - Live in London and Online
10:55 am Keynote

Live in London and Online

11:00 am - APT41 Has Risen from the Dust

11:25 am Sebastian Demmer, Senior Incident Response Consultant, Mandiant
Chris Eastwood, Senior Incident Response Consultant, Mandiant

11:30 am - Live in London and Online
11:50 am Networking Break

Live in London and Online

:]2‘?2 ;’2 ” Democracy Wiped: Tales of an Iranian Iconic Duo
' Roey Shuaq, Security Researcher, Check Point Software Technologies Ltd

Live in London and Online
Once a victim, always a victim, a dive into the ecosystem of Cyber

:;ig 22 " Extortion (Cy-X) and the increasing desperation of its participants
Diana Selck-Paulsson, Lead Security Researcher, Orange Cyberdefense
Simone Kraus, Senior CSIRT, Orange Cyberdefense

12:50 pm - Live in London and Online

1:00 pm To be Announced

1:00 pm - Live in London and Online

2:15 pm Networking Lunch
Live in London and Online

gffop;n' Russian Gamaredon APT Group, Mobile Surveillance Tools

Kyle Schmittle, Senior Security Intelligence Researcher, Lookout
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CYBERTHREAT

LONDON_2024

MONDAY, DECEMBER 9

DESCRIPTION

Live in London and Online

2:45 pm - | knew You Were Trouble: From the Insider Threat of North Korean IT
3:10 pm Workers to the Cyber Threat APTs
Sveva Vittoria Scenarelli, Cyber Threat Intelligence Senior Analyst, PwC

3:15 pm - Live in London and Online SPONSORED TALK
3:35 pm Platinum Sponsor | VMRay _

3:40 pm - Live in London and Online
4:00 pm Networking Break

Live in London and Online
Camouflage and Chaos | On the Trail of Chinese APTs Playing the
4:00 pm - Ransomware Game
4:25pm Aleksandar Milenkoski, Senior Threat Researcher, SentinelLabs (SentinelOne)
Julian-Ferdinand V&gele, Senior Threat Researcher, Recorded Future

Live in London and Online
4:30 pm - When Cybercriminals Goof: OPSEC Oopsies and Epic Falls
4:55 pm Will Thomas, Co-author and Instructor, SANS Institute

Live in London and Online
00 Novel Insights Into How Dark-Web Threat-actor Are Weaponizing
595 ot Deepfakes to Target C-suites & Enterprises in 2024
Thomas Willkan, Lead Analysts - Dark-web Reconnaissance Team, Accenture

Live in London and Online

5:25 pm - Closing Remarks

5:30 pm James Lyne, Chief Strategy and Innovation Officer
Paul Chichester, Director of Operations, NCSC

5:30 pm - Live in London
9:00 pm CTF & Networking
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AGENDA CYBERTHREAT

TUESDAY, DECEMBER 10 LONDON_2024

DESCRIPTION

Live in London

8:00 am - . .
10:00 am Registration & Networking
Live in London and Online
10:00 am - Opening Remarks
10:15 am James Lyne, Chief Strategy and Innovation Officer
Paul Chichester, Director of Operations, NCSC
10:15 am - Live in London and Online
10:55 am Keynote
Live in London and Online
D @i = From Recon to Ruin: Exposing the Iranian Agrius APT Latest TTPs
1:25 am Daniel Frank, Threat Research Team Lead, Palo Alto Networks
Or Chechik, Principal Security Researcher, Palo Alto
11:30 am - Live in London and Online
11:50 am Networking Break

Live in London and Online

:]25]’2 sr’: ) TA577 Walked Just Past You: Indirect Syscalls in Pikabot
' Patrick Staubmann, Team Lead Threat Research, VMRay

Live in London and Online

:;ig pz ) Unveiling Dark Pink: An In-Depth Analysis of APAC’s Covert APT Threat
P Pol Thill, Cyber Threat Investigator

12:50 pm - Live in London and Online
1:00 pm To be Announced
1:00 pm - Live in London and Online
2:15 pm Networking Lunch

Live in London and Online
2:15 pm - Tracing Mobile Chinese Surveillance Operations From
2:40 pm Acquisition to Attribution
Kristina Balaam, Senior Staff Security Intelligence Researcher, Lookout
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TUESDAY, DECEMBER 10 CYBERTHREAT

LONDON_2024

DESCRIPTION

Live in London and Online

Beg, Borrow, or Steal: Exploring the Interplay between Secret Blizzard
2:45 pm - and the capabilities they utilise from other threat groups to progress
3:10 pm their campaigns

Tom McElroy, Microsoft

Anders Nielson, Microsoft

SPONSORED TALK
3:15 pm - Live in London and Online

3:35pm Platinum Sponsor | TBC
3:40 pm - Live in London and Online
4:00 pm Networking Break

Live in London and Online
4:00 pm - How is One Nation is Leveraging Cyber Threat Actors in Order to Become
4:25 pm the World’s Largest Superpower

Joseph Rooke, Director, Recorded Future

Live in London and Online
4:30 pm - Embracing the Power of Threat Intelligence: A Game-Changer
4:55 pm in Cybersecurity

Rebecca Taylor, Threat Intelligence Knowledge Manager, Secureworks

Live in London and Online

5:00 pm - Closing Remarks

5:15 pm James Lyne, Chief Strategy and Innovation Officer
Paul Chichester, Director of Operations, NCSC

5:20 pm - Live in London
6:30 pm Networking Drinks

National Cyber
=7 | Security Centre


https://www.sans.org/profiles/tom-mcelroy
https://www.sans.org/profiles/kristina-balaam
https://www.sans.org/profiles/anders-nielsen/
https://www.sans.org/profiles/joseph-rooke
https://www.sans.org/profiles/tom-mcelroy
https://www.sans.org/profiles/rebecca-taylor
https://www.sans.org/profiles/patrick-staubmann
https://www.sans.org/profiles/james-lyne
https://www.sans.org/profiles/rebecca-taylor
https://www.sans.org/profiles/paul-chichester
https://www.sans.org/profiles/rebecca-taylor

